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INDIANA HEALTH LAW REVIEW

Health information must be individually identifiable to constitute PHI.
Health information is individually identifiable when: (1) it identifies the
individual who is the subject of the information (e.g., because the information
includes the patient's name or other direct identifiers); or (2) there is a rea-
sonable basis to believe the information could be used to identify the indivi-
dual who is the subject of the information.2' Although the Privacy Rule does
not specifically list those identifiers the inclusion of which would establish a
reasonable basis to believe that the information could be used to identify the
individual, the Privacy Rule does not apply to information that has been
appropriately de-identified.21

The Privacy Rule establishes two methods for de-identifying health
information. The most popular method, known as the safe harbor method,22

provides that a covered entity is considered to have de-identified information
if the covered entity removes eighteen enumerated identifiers23 from the infor-

guilty. Id. The Plea Agreement indicates that the U.S. Attorney did not require the defendant
to have disclosed specific information relating to the patient's past, present, or future physical
or mental condition or specific information identifying the types of health care provided to the
patient in order to establish a violation of the Privacy Rule. Gibson's inappropriate use and
disclosure of "just" the patient's name, date of birth, and social security number was sufficient
to establish a violation of the Privacy Rule. See id.

20. 45 C.F.R. ¤ 160.103 (definition of individually identifiable health information).
21. The Privacy Rule's provisions relating to de-identification are set forth at 45 C.F.R.

¤¤ 164.502(d) and 164.514(a)-(c) (2005).
22. The second method for de-identifying information requires a person with appropriate

knowledge of, and experience with, generally accepted statistical and scientific principles and
methods for rendering information not individually identifiable to apply such principles and
methods and determine that the risk is very small that the information could be used, alone or
in combination with other reasonably available information, by an anticipated recipient to
identify an individual who is a subject of the information. The person with knowledge of and
experience with the statistical and scientific principles must document the methods and the
results of his or her analysis that justify the determination that the risk of identification is small.
45 C.F.R. ¤ 164.514(b)(1)(i), (ii).

23. The following identifiers of the individual (or of relatives, employers, or household
members of the individual) must be removed from the information for the information to be de-
identified under the safe harbor method: (1) Names; (2) All geographic subdivisions smaller
than a State, including street address, city, county, precinct, zip code, and their equivalent
geocodes, except for the initial three digits of a zip code if, according to the current publicly
available data from the Bureau of the Census: (a) The geographic unit formed by combining all
zip codes with the same three initial digits contains more than 20,000 people; and (b) The initial
three digits of a zip code for all such geographic units containing 20,000 or fewer people is
changed to 000; (3) All elements of dates (except year) for dates directly related to an
individual, including birth date, admission date, discharge date, date of death; and all ages over
89 and all elements of dates (including year) indicative of such age, except that such ages and
elements may be aggregated into a single category of age 90 or older; (4) Telephone numbers;
(5) Fax numbers; (6) Electronic mail addresses; (7) Social security numbers; (8) Medical record
numbers; (9) Health plan beneficiary numbers; (10) Account numbers; (11) Certificate/license
numbers; (12) Vehicle identifiers and serial numbers, including license plate numbers; (13)
Device identifiers and serial numbers; (14) Web Universal Resource Locators (URLs); (15)
Internet Protocol (IP) address numbers; (16) Biometric identifiers, including finger and voice
prints; (17) Full face photographic images and any comparable images; and (18) Any other
unique identifying number, characteristic, or code. 45 C.F.R. ¤ 164.514(b)(2)(i).
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HOSPITAL CHAPLAINCY UNDER THE HIPAA PRIVACY RULE

mation and has no actual knowledge that the remaining information could be
used alone or in combination with other information to identify the subject of
the information.24 Once information has been de-identified, a covered entity
may freely use or disclose the information without regulation by the Privacy
Rule. However, many covered entities believe that completely de-identifying
information renders it essentially useless.

The Privacy Rule generally protects PHI regardless of whether the
patient who is the subject of the information is dead or alive.26 In addition, the
Privacy Rule protects PHI regardless of whether it is written (e.g., a computer
generated list of patients or a hand-written progress note), orally spoken (e.g.,
an ethics committee discussion or a telephone conversation relating to a
particular patient), or visibly displayed (e.g., an electronic medical record that
is displayed on a computer screen).27

This lengthy discussion of PHI is necessary to understand the many ways
in which hospital chaplains may access or use PHI. Among numerous other
activities, hospital chaplains access or use PHI when they: (1) respond to a
physician's order or nurse's referral to provide religious or spiritual care to a
particular patient; (2) participate in an ethics committee discussion about a par-
ticular patient; (3) access a list of newly admitted inpatients to locate the room
number of a particular patient requesting religious or spiritual care; (4) prepare
paperwork relating to a patient who has just passed away; (5) coordinate
funeral arrangements; (6) refer a patient to a patient advocate, a social worker,
or another health care provider for additional social or health services; (8)

24. 45 C.F.R. § 164.514(b)(2).
25. See, e.g., Jennifer Kulynych & David Kom, The New Federal Medical-Privacy Rule,

347 N. ENG. J. MED. 1133, 1134 (2002) (arguing that the Privacy Rule's strict de-identification
requirements will complicate hospitals' current practices of releasing information to medical
researchers).

26. However, the Privacy Rule does identify a few situations in which PHI about
decedents may be used or disclosed without the decedent's (or a personal representative's) prior
written authorization. See, e.g., 45 C.F.R. § 164.512(f)(4) (2005) (noting that "[a] covered
entity may disclose protected health information about an individual who has died to a law
enforcement official for the purpose of alerting law enforcement of the death of the individual
if the covered entity has a suspicion that such death may have resulted from criminal conduct.");
45 C.F.R. § 164.512(g) (addressing disclosures of PHI relating to decedents by covered entities
to coroners, medical examiners, and funeral directors); 45 C.F.R. § 164.512(i) (addressing
disclosures to researchers engaging in research using decedents' information). Other than these
limited situations, the Privacy Rule generally protects PHI relating to living and deceased
persons equally. See Standards for Privacy of Individually Identifiable Health Information, 65
Fed. Reg. 82,462, 82,632 (Dec. 28, 2000) ("[C]overed entities must under this rule protect the
protected health information about a deceased individual in the same manner and to the same
extent as required for the protected health information of living individuals.").

27. 45 C.F.R. § 160.103 (2005) (defining "health information" as "any information,
whether oral or recorded in any form or medium . ."); see also Standards for Privacy of
Individually Identifiable Health Information 65 Fed. Reg. 82,462, 82,620 (Dec. 28, 2000)
("Covering oral communications is an important part of keeping individually identifiable health
information private. If the final rule were not to cover oral communications, a conversation
about a person's protected health information could be shared with anyone.").
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INDIANA HEALTH LAW REVIEW

discuss a patient's spiritual needs with another member of the clergy who may
be familiar with the patient; and (9) access a patient's record in order to chart
the religious or spiritual care services provided to the patient. Hospital
chaplains routinely access and use PHI in the course of their job duties.

C. Uses and Disclosures

The Privacy Rule regulates both internal uses2" of PHI, including uses
of PHI by a covered entity's employees and workforce members, as well as
external disclosures 9 of PHI, including disclosures of PHI by the covered
entity to other persons and organizations who are not employees or workforce
members of the covered entity.3" Although members of the public who
commented on HHS' 1999 Proposed Rule recommended that covered entities
have fewer requirements for internal uses of PHI than for disclosures, HHS
disagreed.31

Thus, if a covered hospital wishes to disclose PHI to a community
clergyperson who is not employed by the hospital, such as a priest at a local
church, the disclosure of PHI by the hospital to the priest must be made in
accordance with the use and disclosure requirements set forth in the Privacy
Rule, as discussed in Part III.A, below. Likewise, if a hospital-employed
chaplain wishes to use PHI maintained by the covered hospital to carry out his
or her job duties, the internal use of the information by the employed chaplain
also must be made in accordance with the use and disclosure requirements set
forth in the Privacy Rule.

28. 45 C.F.R. § 160.103 (defining use to mean, "with respect to individually identifiable
health information, the sharing, employment, application, utilization, examination, or analysis
of such information within an entity that maintains such information.").

29. Id. (defining disclose to mean "the release, transfer, provision of access to, or
divulging in any other manner of information outside the entity holding the information.").

30. The application ofthe Privacy Rule to both uses and disclosures ofhealth information
is different than many state laws, which typically regulate health care providers' disclosures of
information to a third party, but not the providers' internal uses of the same information. For
example, the Texas Hospital Licensing Law and the Texas Medical Practice Act only regulate
disclosures of health information by Texas hospitals and physicians, respectively, but not their
internal use of information. TEX. HEALTH & SAFETY CODE ANN. § 241.152(a) (Vernon 2004)
("Except as authorized by Section 241.153, a hospital or an agent or employee of a hospital may
not disclose health care information about a patient to any person . . without the written
authorization of the patient .. ") (emphasis added); TEX. OCC. CODE ANN. § 159.002(a),(b)
(Vernon 2004) ("A record of the identity, diagnosis, evaluation, or treatment of a patient by a
physician that is created or maintained by a physician is confidential and privileged and may
not be disclosed except as provided by this chapter") (emphasis added).

31. For example, in the context of research, HHS explained that:
[W]e disagree that an individual's privacy interest is of less concern when
covered entities use protected health information for research purposes than
when covered entities disclose protected health information for research pur-
poses. Therefore, in the final rule, the research-related requirements ... apply
to both uses and disclosures of protected health information ....

Standards for Privacy of Individually Identifiable Health Information, 65 Fed. Reg. at 82,702.
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II. RELIGION, MEDICINE, AND HOSPITAL CHAPLAINCY

Before addressing the issue whether the Privacy Rule permits hospital
chaplains to access PHI beyond directory information, this Part II provides an
overview of the historical relationship between religion and medicine and
discusses the role of the chaplain in the modem American hospital.

A. The Relationship Between Religion and Medicine32

1. The Western Christian Tradition

In ancient and medieval times, medicine and religion exhibited a close
relationship as evidenced by healing rites, exorcisms, pilgrimages, health
cults,33 and the fact that many medieval hospitals were conducted by religious
orders.34 Until well into the Renaissance, spiritual care and medical care
frequently were dispensed by the same person,35 and priests and physicians
often were considered "one and the same."3 6 In the Middle Ages, the church
was the official body that issued medical licenses to physicians who, typically,
were monks or priests, and the church primarily provided care for the poor and
the sick.37 The hospital of the Middle Ages was a "religious house in which

32. For a detailed discussion of, and timeline relating to, the history of religion, science,
and medicine, see KOENIG ET AL., supra note 2, at 24-49.

33. Rodney J. Hunter, Pastoral Care and Healthcare Chaplaincy, in 4 ENCYCLOPEDIA
OF BIOETHICS 1975, at 1978 (Stephen G. Post ed., 3rd ed. 2004).

34. PAUL STARR, THE SOCIAL TRANSFORMATION OF AMERICAN MEDICINE 149 (1982).
35. See, e.g., WILLIAM F. MAY, THE PHYSICIAN'S COVENANT: IMAGES OF THE HEALER

IN MEDICAL ETHICS 26 (1983) (noting that the ancient shaman "often combined three functions:
curing the sick, directing communal sacrifice, and escorting the dead to the other world. He
combined, in effect, three offices that have been separated in modem times: physician, priest,
and undertaker."); Ronald L. Numbers & Ronald C. Sawyer, Medicine and Christianity in the
Modern World, in HEALTH/MEDICINE AND THE FAITH TRADITIONS: AN INQUIRY INTO RELIGION
AND MEDICINE 140 (Martin E. Marty & Kenneth L. Vaux eds., 1982) (noting that "so
complimentary were the roles of physician and priest that throughout much of the Middle Ages
clerics often provided medical care, even though the ministerial and medical professions were
formally distinct."); Sloan et al., supra note 2, at 664 (noting that, "At various times worldwide,
medical and spiritual care was dispensed by the same person.").

36. See, e.g., Daniel W. Foster, Religion and Medicine: The Physician's Perspective, in
HEALTH/MEDICINE AND THE FAITH TRADITIONS: AN INQUIRY INTO RELIGION AND MEDICINE
245, 250 (Martin E. Marty & Kenneth L. Vaux eds., 1982) (noting that "For centuries the
capacity for healing was considered vested in those with divine power; priest and physician
were one and the same."); Sloan et aL, supra note 2, at 664; KOENIG ET AL., supra note 2, at 35
(noting that, "[u]ntil well into the Renaissance (the period between the Middle Ages and modem
times), the doctor is generally also a priest.").

37. KOENIG ET AL., supra note 2, at 34 (citing Darrel W. Amundsen, The Medieval
Catholic Tradition, in CARING AND CURING: HEALTH AND MEDICINE IN THE WESTERN
RELIGIOUS TRADITIONS 83(Ronald L. Numbers & Darrel W. Amundsen eds., 1998)).
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