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Legal ethics involve not just doing the right thing, 

but also conducting a lawyer’s professional life in 

a manner that complies with basic tenets. In this 

article, we consider application of those tenets 

in today’s legal world where new technology has 

become a hot topic and considerations of diversity, 

equity, and inclusion are now front of mind, both for 

clients and for irms. 

MODEL RULE 8.4(G) AND ITS 
CONSTITUTIONAL IMPLICATIONS

In 2016, the American Bar Association added a new 

rule, Rule 8.4(g), to the Model Rules of Professional 

Conduct. That Rule provides:

It is professional misconduct for a lawyer to:

* * * * *

(g) engage in conduct that the lawyer knows 

or reasonably should know is harassment or 

discrimination on the basis of race, sex, religion, 

national origin, ethnicity, disability, age, sexual 

orientation, gender identity, marital status or 

socioeconomic status in conduct related to the 

practice of law. This paragraph does not limit 

the ability of a lawyer to accept, decline or with-

draw from a representation in accordance with 

Rule 1.16. This paragraph does not preclude 

legitimate advice or advocacy consistent with 

these Rules.

Various commentary accompanied the Rule:
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[3] Discrimination and harassment by lawyers 

in violation of paragraph (g) undermine coni-

dence in the legal profession and the legal sys-

tem. Such discrimination includes harmful ver-

bal or physical conduct that manifests bias or 

prejudice towards others. Harassment includes 

sexual harassment and derogatory or demean-

ing verbal or physical conduct. Sexual harass-

ment includes unwelcome sexual advances, 

requests for sexual favors, and other unwel-

come verbal or physical conduct of a sexual 

nature. The substantive law of antidiscrimina-

tion and anti-harassment statutes and case law 

may guide application of paragraph (g).

[4] Conduct related to the practice of law 

includes representing clients: interacting with 

witnesses, coworkers, court personnel, law-

yers and others while engaged in the practice 

of law; operating or managing a law irm or law 

practice; and participating in bar association, 

business or social activities in connection with 

the practice of law. Lawyers may engage in con-

duct undertaken to promote diversity and inclu-

sion without violating this Rule by, for example, 

implementing initiatives aimed at recruiting, hir-

ing, retaining and advancing diverse employees 

or sponsoring diverse law student organizations.  

[Italics added.]

[5] A trial judge’s inding that peremptory 

challenges were exercised on a discriminatory 

basis does not alone establish a violation of 

paragraph (g). A lawyer does not violate para-

graph (g) by limiting the scope or subject mat-

ter of the lawyer’s practice or by limiting the 

lawyer’s practice to members of underserved 

populations in accordance with these Rules 

and other law….A lawyer’s representation of a 

client does not constitute an endorsement by 

the lawyer of the client’s views or activities. See 

Rule 1.2(b).

The Rule in the courts

Though various iterations of the Rule have been 

adopted in some states, some courts have questioned 

the Rule’s appropriateness and constitutionality.  

Colorado has a rule similar to Rule 8.4(g), which was 

in place prior to the adoption of the Model Rule and 

was challenged in an appeal from the hearing board 

of the Oice of the Presiding Disciplinary Judge 

(hearing board) in 2021.1 The Colorado rule states:

It is professional misconduct for a lawyer to 

engage in conduct, in the representation of a 

client, that exhibits or is intended to appeal to 

or engender bias against a person on account 

of that person’s race, gender, religion, national 

origin, disability, age, sexual orientation, or 

socioeconomic status, whether that conduct is 

directed to other counsel, court personnel, wit-

nesses, parties, judges, judicial oicers, or any 

persons involved in the legal process[.]2 

Defendant challenged the rule, arguing that it vio-

lated both the First and Fourteenth Amendments 

as unconstitutionally overbroad and vague.3 Nota-

bly, the Colorado rule difers from the Model Rule 

because it contains the limiting phrase “in the rep-

resentation of a client,” as opposed to the broader 

phrase in the Model Rule “in conduct related to the 

practice of law.” On appeal, the Colorado Supreme 

Court airmed the hearing board’s indings and 

dismissed the defendant’s First and Fourteenth 

Amendment claims.4 

Speciically, the court found that, although the rule 

did prohibit some speech “that would be constitu-

tionally protected in other contexts,” it did not vio-

late the First Amendment because the rule served 

the compelling state interest of “regulating the con-

duct of attorneys during the representation of their 

clients, protecting clients, and other participants in 

the legal process from harassment and discrimina-

tion, and eliminating expressions of bias from the 

legal process.”5 The court held the rule was nar-

rowly tailored because in order to violate the rule, 

an attorney’s speech must: (i) occur in the course of 

representing a client; (ii) exhibit or intend to engen-

der bias against a speciic person belonging to a pro-

tected class; and (iii) be directed at a speciic person 

involved in the legal process.6 The court also high-

lighted that only four other lawyers had been sanc-

tioned under the rule in over 30 years; therefore, the 
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rule was not overbroad and did not create a chilling 

efect on speech.7 

Last, the court found that the rule was not void for 

vagueness in violation of the Fourteenth Amend-

ment as applied because: (i) Defendant’s use of 

an anti-gay slur in reference to a judge was clearly 

understood to be an anti-gay slur; (ii) it occurred in 

the course of representing a client; and (iii) thus, the 

conduct was clearly prohibited under the rule.8 

Ultimately, the court upheld the Colorado rule as 

constitutional. The Model Rule, on the other hand, 

may face challenges based on its broader scope, 

extending outside of representation of a client. 

A Pennsylvania lawsuit addressed this potential 

weakness.

In a pre-enforcement action for violating the First 

and Fourteenth Amendments, the US District Court 

for the Eastern District of Pennsylvania held that 

the Pennsylvania version of Rule 8.4(g) was uncon-

stitutional.9 The Pennsylvania version of Rule 8.4(g) 

stated:

It is professional misconduct for a lawyer to: … 

(g) in the practice of law, knowingly engage in 

conduct constituting harassment or discrimina-

tion based upon race, sex, gender identity or 

expression, religion, national origin, ethnicity, 

disability, age, sexual orientation, marital sta-

tus, or socioeconomic status. This paragraph 

does not limit the ability of a lawyer to accept, 

decline or withdraw from a representation in 

accordance with Rule 1.16. This paragraph does 

not preclude advice or advocacy consistent 

with these Rules. PA ST RPC Rule 8.4.

Notably, the scope of this rule, “in the practice of 

law,” is broader than the Colorado rule and seems 

substantially similar to the scope of the Model Rule: 

“in conduct related to the practice of law.”

The district court held that the rule was overbroad 

and not narrowly tailored. The rule violated the First 

Amendment because the rule governed speech “far 

beyond … a judicial proceeding or representing a 

client.”10 The court emphasized that the rule would 

limit speech outside of the “legal process,” such as 

seminars or conferences ofering legal education 

credits.11 The court rejected the argument that this 

speech could be regulated as “professional speech,” 

stating that the covered settings extended beyond 

a professional environment.12 

Additionally, the court found that the rule consti-

tuted unconstitutional viewpoint discrimination in 

violation of the First Amendment.13 The court held 

“Rule 8.4(g) ultimately turns on the perceptions of 

the public to Plaintif’s speech and then the judg-

ment of the government agents to investigate the 

incident or administer some form of discipline.”14 

The court concluded “[b]y focusing on the speaker’s 

intention, the regulation extends to simple ofen-

sive acts that are generally insuicient for federal 

anti-harassment liability.”15 

In contrast to the Colorado ruling, the Pennsylvania 

court did not ind the goals of “eradicating discrimi-

nation and harassment, ensuring that the legal pro-

fession functions for all participants, maintaining the 

public conidence in the legal system’s impartiality, 

and its trust in the legal profession as a whole” sui-

cient to meet a compelling state interest.16 Though 

the court praised the goals as “aspirational,” it also 

criticized them as “largely unfocused” and empha-

sized a slippery slope of broad strokes that impinge 

on constitutional rights.17 

The broad nature of the rule led the court to con-

clude it was also both over-inclusive, capturing 

speech beyond the “administration of justice,” 

and under-inclusive, failing to reach the conduct 

of those involved in dispute resolution processes.18 

Furthermore, the court held that Rule 8.4(g) was not 

the least restrictive means of advancing the interest 

of the state.19 Speciically, the court pointed out that 

Pennsylvania Rule of Professional Conduct 8.4(d) 

already prohibits the conduct addressed in Rule 

8.4(g) but is limited to legal proceedings. Rule 8.4(d) 

states: “It is professional misconduct for a lawyer to 

engage in conduct that is prejudicial to the admin-

istration of justice.”20 Without further evidence that 

there was a compelling interest to regulate speech 

outside of the administration of justice, the court 
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held that Rule 8.4(g) was not the least restrictive 

means of accomplishing its goals.21 

The court also held that the rule violated the Four-

teenth Amendment because it was unconstitution-

ally vague. The unclear deinitions of various terms 

in the rule led the court to conclude that there was 

insuicient guidance to implement the rule in a 

“precise, consistent manner.”22 

The District Court held Pennsylvania’s Rule 8.4(g) 

to be unconstitutional and suspended its enforce-

ment. Due to its similarity to the Model Rule, other 

jurisdictions implementing substantially similar 

rules should be on alert to similar challenges.

Analysis and arguments

The Rule (and its various iterations adopted in a 

number of states) is controversial, with legal scholars 

debating its appropriateness and constitutionality. 

Some commentators believe the Rule to be over-

broad and an unconstitutional infringement on free 

speech. Professor George W. Dent, Jr. argues that 

Rule 8.4(g) violates the First Amendment and sug-

gests that the proponents of the Rule may have a 

more pernicious goal: “The speech code imposed 

by 8.4(g) may not be the end goal but merely one 

more step in the campaign to end free speech and 

to substitute a standard of partisan political correct-

ness for what any American is allowed to say.”23

Can the Rule be read to regulate lawyers’ conduct 

outside of their delivery of legal services, such as 

conduct at social events, simply because it is related 

to the practice of law? Is classroom teaching included 

within the ambit of the Rule? Professor Dent points 

to the legislative history of Rule 8.4(g) to illustrate 

the potential breadth of its coverage, which might 

include political discussions, letters to the editor, 

irm social functions, or any event in which the law-

yer discusses the law.24

He goes on to note how the Rule might be used 

perniciously:

New Rule 8.4(g), as illuminated by Comment 

3, however, forbids speech that, in the opinion 

of the members of a tribunal, manifests “bias” 

– i.e., is unreasoned – in enumerated catego-

ries in “conduct related to the practice of law.” 

The rule, then, is a weapon for the exercise of 

raw political power; the power to decide which 

views about public issues are well-reasoned 

and permitted and which “manifest … bias or 

prejudice” and should be punished.25

Professor Josh Blackman similarly urges caution in 

connection with Rule 8.4(g): “At bottom, this Rule, 

and its expansion of censorship to social activities 

with only the most tenuous connection with the 

delivery of legal services, is not about education. It 

is about reeducation.”26

Others assert that it is a wholly appropriate regula-

tory exercise in an area badly in need of attention. 

Professor Latonia Keith argues that “continual cul-

tural competency education is necessary to mani-

fest a cultural shift within our profession.”27

Professor Rebecca Aviel also supports Rule 8.4(g). 

“There is no obvious reason that truthfulness is a 

higher virtue for lawyers than nondiscrimination…. 

Whether we think of it as a ‘largely symbolic gesture’ 

or not: Rule 8.4(g) is a project to reshape the norms 

of the legal profession so that discrimination and 

harassment come to be seen as similarly grievous as 

misrepresentation and dishonesty.”28

Professor Stephen Gillers similarly argues that Rule 

8.4(g) is not simply a notice of conduct subject to 

discipline but also serves two loftier goals:29

First, it tells the bar as a whole that its licensing 

authority deems the behavior the rule describes 

as unacceptable. A lawyer who looked at many 

current state ethics codes would not get that 

message because the codes have no rule or a 

quite narrow rule addressing biased or harass-

ing conduct in law practice. Second, adoption 

of Rule 8.4(g) tells the public that the legal 

profession will not tolerate this conduct in law 
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practice, not solely when aimed at other law-

yers, but at anyone.  The rule tells the public 

who we are.30

Gillers dismisses the criticism that Rule 8.4(g) is “a 

sop to political correctness,” instead arguing that it 

is a response to a “real problem faced by members 

of the groups it aims to protect.”31

Should the Rule be applied to issues 
of diversity and inclusion?

As controversial as Rule 8.4(g) is in some quarters, its 

goal is to make the legal profession more fair. Com-

ment 4 to Rule 8.4(g) states in part that “lawyers may 

engage in conduct undertaken to promote diversity 

and inclusion without violating this rule.” Veronica 

Root Martinez asserts that the purpose of Model 

Rule 8.4(g) is not limited to disciplining harassing or 

discriminatory conduct, but “[i]nstead, the goals and 

objectives are aimed at achieving true inclusion and 

acceptance of all peoples within the profession.”32  

To accomplish this purpose, she states that Rule 

8.4(g)’s opponents must be particularly persuasive 

in explaining why attorneys should retain the right 

to engage in discriminatory conduct and harassing 

speech and not yield that potential First Amend-

ment right in order to maintain their law licenses.  

The contours of Rule 8.4(g), however, haven’t been 

leshed out yet: we don’t know how a state disci-

plinary authority would prove that an attorney had 

violated the rule; we don’t know if the First Amend-

ment protects speech that conlicts with the rule; 

and, most of all, we don’t know if this is the best way 

to solve the problems of bias and promote diver-

sity and inclusion. We do know, however, that our 

profession beneits from a diversity of voices and 

experiences.

WORKING FROM HOME

COVID-19 has tested us, and we have adapted. Bar 

associations across the nation also rose to the chal-

lenge to help us address the new realities of our 

practice in a manner that is consistent with our ethi-

cal obligations as attorneys.

The basic concepts

Model Rule 5.5 governs the unauthorized practice of 

law. Although the deinition of “the practice of law” 

is fuzzy, here’s a basic guideline: it is the application 

of legal principles to a client’s particular circum-

stances. We can distinguish this working deinition 

from general discussions of “what the law is.” Once 

a lawyer uses legal knowledge to help a client’s 

particular circumstances, though, that’s likely to be 

considered the practice of law. And states want to 

be able to monitor that practice. But when the pan-

demic hit and people couldn’t practice from their 

oices, they retreated to their homes or to other 

locations—some of which were in places in which 

they were not licensed to practice law.

In ABA Formal Opinion 495, the ABA’s Standing 

Committee on Ethics and Professional Responsibil-

ity made some inroads, all while hedging its bets:

If a particular jurisdiction has made the deter-

mination, by statute, rule, case law,  or opinion, 

that a lawyer working remotely while physically 

located in that jurisdiction constitutes the unau-

thorized or unlicensed practice of law, then 

Model Rule 5.5(a) also would prohibit the law-

yer from doing so.

Absent such a determination, this Committee’s 

opinion is that a lawyer may practice law pur-

suant to the jurisdiction(s) in which the lawyer 

is licensed (the “licensing jurisdiction”) even 

from a physical location where the lawyer is not 

licensed (the “local jurisdiction”) under speciic 

parameters.

The opinion went on to develop some safe harbors:  

A local oice is not “established” within the 

meaning of the rule by the lawyer working in 

the local jurisdiction if the lawyer does not hold 

out to the public an address in the local jurisdic-

tion as an oice and a local jurisdiction address 

does not appear on letterhead, business cards, 

websites, or other indicia of a lawyer’s presence.  

Likewise it does not “establish” a systematic 

and continuous presence in the jurisdiction for 
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the practice of law since the lawyer is neither 

practicing the law of the local jurisdiction nor 

holding out the availability to do so. The law-

yer’s physical presence in the local jurisdiction 

is incidental; it is not for the practice of law. Con-

versely, a lawyer who includes a local jurisdiction 

address on websites, letterhead, business cards, 

or advertising may be said to have established 

an oice or a systematic and continuous pres-

ence in the local jurisdiction for the practice of 

law.33

The opinion goes on to say, unsurprisingly:

Comment [6] [to Rule 5.5(c)(4)] notes that there 

is no single deinition for what is temporary and 

that it may include services that are provided 

on a recurring basis or for an extended period 

of time. For example, in a pandemic  that results 

in safety measures—regardless of whether 

the safety measures are governmentally man-

dated—that include physical closure or limited 

use of law oices, lawyers may temporarily be 

working remotely.

Several states have likewise developed their own 

advice for working remotely. California, for example, 

issued a Draft Formal Opinion Interim No. 20-0004, 

Ethical Obligations When Working Remotely.34 And 

the Pennsylvania Bar Association Formal Opinion 

2020-300 on Virtual Practice gave this advice:

At a minimum, when working remotely, attor-

neys and their staf have an obligation under 

the Rules of Professional Conduct to take rea-

sonable precautions to assure that:

• All communications, including telephone 

calls, text messages, email, and video con-

ferencing are conducted in a manner that 

minimizes the risk of inadvertent disclosure 

of conidential information;

• Information transmitted through the Inter-

net is done in a manner that ensures the 

conidentiality of client communications 

and other sensitive data;

• Their remote workspaces are designed to 

prevent the disclosure of conidential infor-

mation in both paper and electronic form;

• Proper procedures are used to secure and 

back up conidential data stored on elec-

tronic devices and in the cloud;

• Any remotely working staf are educated 

about and have the resources to make 

their work compliant with the Rules of Pro-

fessional Conduct; and

• Appropriate forms of data security are used.

In a second opinion, ABA Formal Opinion 498, the 

ABA reminded us that Rules 1.1 (competence), 1.3 

(diligence), and 1.4 (communication) still apply, nat-

urally enough, to both the virtual and real practice 

of law. Rule 1.6 (conidentiality) created new wor-

ries for the virtual practice of law: When a lawyer 

shares a home with people who are not part of that 

lawyer’s law practice, what special risks get created 

when the lawyer is working from home? Moreover, 

the supervisory rules (Rules 5.1 and 5.3) don’t disap-

pear just because the lawyers and non-lawyers who 

must be supervised aren’t working down the hall 

from those who have the duty to supervise.  

Here’s the bottom line: First, all the rules regarding 

the unauthorized practice of law still apply. You are 

practicing law in the jurisdiction in which you are 

actually sitting while working remotely, but now the 

rules have some lexibility. The key consideration is 

how you hold yourself out to the public. In essence, 

you may not establish “an oice or other system-

atic and continuous presence” where you aren’t 

licensed. Every attorney potentially engaged in such 

practices should check the local rules, including 

both those of the state in which the lawyer is work-

ing and the places where the lawyer is barred, as 

both may have rules that apply. Second, technology 

is a blessing and a curse: exercise care and focus on 

cybersecurity. Third, you must always uphold your 

duties of clear communication, diligence, and com-

petence, even while working remotely. Fourth, the 

ABA has a Cybersecurity Handbook to help imple-

ment security protocols.35
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The everyday realities of information technology

We have all seen the “I am not a cat” video where 

a lawyer in a Zoom court hearing accidentally 

appeared as a cat on screen. Although the widely 

shared video provided a much-needed moment 

of levity during the pandemic, it also serves as a 

reminder of our ethical obligations regarding tech-

nology. Comment 8 to Rule 1.1 says:

[8] To maintain the requisite knowledge and 

skill, a lawyer should keep abreast of changes 

in the law and its practice, including the ben-

eits and risks associated with relevant technol-

ogy, engage in continuing study and education 

and comply with all continuing legal education 

requirements to which the lawyer is subject.

If you are not at a big irm with a cutting-edge IT 

department, you should consider hiring an IT con-

sultant to advise as to the use of technology, includ-

ing the purchase of new technology and its use. You 

must protect both your hardware and software sys-

tems from unauthorized access. Such measures may 

include encryption, anti-virus measures, security 

updates, secure routers, and measures to address 

stolen identities. 

The security of Dropbox or other cloud storage 

methods is of paramount concern when transmit-

ting conidential documents. You need the sureire 

ability to lockout unauthorized collaborators, track 

access, and entry. Consider a system that encrypts 

data during transmission, such as Axel. Before com-

mencing use of any system that populates forms 

through a cloud-based system, complete a thorough 

review of the security aspects of each program. Who 

can get to the information you put into cyberspace? 

Are there alternatives that provide better security? 

Vet your retention agreements for consultants, ven-

dors, and experts to make sure that they comply 

with your cybersecurity policies, or you might run 

afoul of Rules 5.1 and 5.3. Many clients are requiring 

law irms to sign and update cybersecurity policies.

Another concern when working remotely is protect-

ing conidentiality. There are beneits and risks in all 

of the virtual communication and videoconferenc-

ing platforms: Zoom, Teams, Chime, etc. It is both 

diicult and necessary to keep up with all the latest 

security measures. Additionally, “smart speakers” 

such as Alexa and Google Nest are always listening.

Develop and test your Emergency Preparedness 

Plan. Everyone needs one, regardless of the size or 

type of oice or company. It is easy to have a phone 

tree, but more complicated to develop and imple-

ment a data breach policy and a plan to commu-

nicate with clients in the event of a breach or of a 

ransomware attack. 

For notices and service of process, there should be 

means to stay in touch with your team. Is anyone 

checking on what actually came to the oice?  

Finally, if you print at home, don’t forget to SHRED! 

And use a cross-cut shredder.

SOCIAL SCIENCE AND SOCIAL NORMS

Why do lawyers—smart lawyers who should know 

better—do things that violate our ethics rules? It’s 

easy to label these lawyers as greedy or evil, but most 

of the time, that’s not why they violate the rules. 

More often, it’s because lawyers, being human, are 

subject to countless cognitive errors.36 We’re sub-

ject to errors involving our own patterns of thinking 

(psychology) and errors involving group dynamics 

(sociology). There are hundreds of ways that human 

thinking can go astray, but here are some cognitive 

errors that can explain, at least in part, why good 

lawyers do bad things.

Social pressure

Have you ever wondered why kids who have well-

behaved friends get into trouble less than those 

kids who surround themselves with not-so-well-

behaved friends? You’re aware of peer pressure, but 

peer pressure involves overt demands to behave 

in a certain way. Social pressure involves subcon-

scious behavior. In a series of experiments by Sol-

omon Asch,37 Asch hired actors to interact with a 



  ETHICS fOR REAL ESTATE LAWYERS TOdAY  |  37

real experimental subject to do a “vision test.” That 

vision test asked those assembled (the actors and 

the experimental subject) to say which of the lines 

on one card (showing lines A, B, and C) was like the 

single line on the target card:

The actors had all agreed in advance to call out the 

same wrong answer every time the person admin-

istering the experiment brought up a set of these 

cards. Out of a set of 18 trials, 12 involved the actors 

giving the incorrect answer, and of those 12 “criti-

cal trials,” 75 percent of the experimental subjects 

gave the wrong answer at least once. In the control 

group, where there were no actors conspiring to 

give the wrong answer, only one percent of the sub-

jects gave the wrong answer. After the experimental 

subjects were debriefed, the reasons for the wrong 

answers fell into two buckets: “I was embarrassed to 

call out a diferent line” or “I igured they had a bet-

ter view of the cards.”  

It doesn’t take too many people going in the wrong 

direction to take others with them. Two or three peo-

ple in a group of eight or 10 can change the dynam-

ics. Why does this matter? Let’s take billing behav-

ior as an example. If a junior associate sees a senior 

lawyer fudge the amount of time that something 

took, even though Model Rule 5.2 tells the junior 

associate that she’s responsible for her own ethics 

decisions, that junior associate will be more likely to 

follow the senior lawyer’s lead and fudge her own 

hours, too. (That’s also why Model Rules 5.1 and 5.3 

require managers and supervisors to establish ethi-

cal “guardrails” to encourage ethical behavior.)  

Difusion of responsibility

Sometimes, someone will be aware of a violation but 

won’t report it to a supervisor or manager, perhaps 

out of fear of retaliation, but more often because the 

person believes that “someone else will report it.” If 

“everyone” knows about something, it’s less likely 

that any one of the people in the “everyone” group 

will step forward. Imagine what that cognitive error 

does when someone in a irm sees someone else 

committing outright fraud. If only one person sees 

it (and that person isn’t afraid to report it, perhaps 

through an anonymous hotline), perhaps manage-

ment will ind out about the fraud.38 But if ive peo-

ple witness the fraud, each of them is less likely to 

report it, cognitively speaking. And yet, report it we 

must, because we can’t run afoul of rules like Model 

Rule 3.3 (candor to the tribunal), Rule 3.4 (fairness to 

opposing party and counsel), Rule 4.1 (truthfulness 

in statements to others), and the dreaded “rat on” 

Rule 8.3 (reporting misconduct).

Cognitive dissonance39

If we believe that we are good people, and we catch 

ourselves doing a bad thing, our brains will ind a 

way to rationalize our bad behavior so that we can 

continue to think of ourselves as good people. That’s 

true of lawyers who see their colleagues doing 

something wrong, sit silently by, and let that bad 

behavior go unquestioned. Our favorite example of 

this behavior is the behavior of partner Mahlon Per-

kins and associate Joe Fortenberry in the Kodak-Ber-

key case. Perkins told the court, in the Kodak-Berkey 

antitrust case, that his law irm didn’t have certain 

documents (and thus couldn’t produce them) even 

as his associate Fortenberry was allegedly whisper-

ing in his ear that the irm did have those documents.40 

Not only did Perkins lie about the existence of the 

documents, but he lied on aidavits after the fact. 

Eventually, his conscience bothered him enough to 

come clean, and he served prison time for his false-

hoods.41 Lesson: your brain may well get you to do 

things that will mortify you later, and admitting that 

you’ve done something wrong is hard when cogni-

tive dissonance gets in the way.42

We list these examples of cognitive errors to remind 

you of two things: irst, not every bad act comes 

from a bad intent, and second, although an aware-

ness of cognitive errors might help you avoid inad-

vertent bad acts, creating smart policies43 will help 

even more.
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SOCIAL MEDIA AND ETHICS

We’re impressed by our friends who have managed 

to stay away from social media, as they have much 

more time in their days than those of us who play in 

the social media sandbox do. Most of the time, post-

ing is harmless.44 But lawyers need to think about 

some ethics rules that interact with our social media 

activities.

Think before you post (or tweet)

When we were growing up, our teachers warned us 

that our misbehavior would be on our permanent 

records. We didn’t believe them. But the Internet 

is forever, and even a deleted post is recoverable, 

especially as a screenshot. Be careful not to include 

conidential information (Rule 1.6) in your posts and 

avoid making derogatory remarks.45 Even in email, 

your words can go astray or be misinterpreted. Who 

among us hasn’t regretted a “reply all”? Your tone in 

an email or social media post is clear in your mind, 

but the written word is diferent from the spoken 

word: your readers can’t hear your gentle humor or 

how you’re stressing certain words in your head as 

you type, and some words are inherently misleading 

in writing. (Our favorite example, in response to a 

request to forward a previously sent email that went 

astray, is “I resent that email.”) Remember: anything 

that you put into writing can be blown up into an 

exhibit later. If you want to vent, do so in the privacy 

of your home.

Beware endorsements on LinkedIn

Model Rule 7.1 prohibits a lawyer from “mak[ing] a 

false or misleading communication about the law-

yer or the lawyer’s services.” We’ve seen our friends 

make some creative statements on LinkedIn about 

our abilities. Although the generosity of those 

friends is heartwarming, leaving a false endorse-

ment up on LinkedIn is a “communication about 

the lawyer’s services” (see Rules 7.1 and 7.2(a) & (c)),46 

and the better practice is to delete and disallow 

endorsements. We’re all for branding, but make sure 

that your branding avoids misrepresentation.

Getting clients from Groupon? Think again

It’s tempting to think of new ways to attract clients, 

but the American Bar Association has warned us, 

in Formal Opinion 465 (2013), that deal-of-the-day 

marketing is a bad idea. In its abstract, that Formal 

Opinion warns us:

Lawyers hoping to market legal services using 

these programs must comply with various Rules 

of Professional Conduct, including, but not lim-

ited to, rules governing fee sharing, advertising, 

competence, diligence, and the proper handling 

of legal fees. It is also incumbent upon the law-

yer to determine whether conlicts of interest 

exist. While the Committee believes that cou-

pon deals can be structured to comply with the 

Model Rules, it has identiied numerous diicult 

issues associated with prepaid deals and is less 

certain that prepaid deals can be structured to 

comply with all ethical and professional obliga-

tions under the Model Rules.47

We want to concentrate on three aspects of that 

option: (i) making sure that the “deal” doesn’t cre-

ate a current client or potential client relationship; 

(ii) managing the client’s expectations about what 

you can do; and (iii) avoiding conlicts of interest. 

These points are straightforward. First, if a person 

forms a reasonable belief that you are her lawyer, 

you are, so any deal-of-the-day “coupon” has to 

state clearly that “until a consultation takes place 

with the lawyer, no client-lawyer relationship exists 

and that such a relationship may never be formed if 

the lawyer determines there is a conlict of interest, 

the lawyer is unable to provide the required repre-

sentation, or the lawyer declines representation for 

some other reason.”48 Second, if the deal-of-the-day 

involves something simple, but the person sitting 

in front of you has a complex issue, an engagement 

letter that doesn’t set forth the maximum numbers 

of hours or say “your case’s complexity may vary” 

can land you in hot water.49 And inally, you have no 

idea, when someone buys a Groupon, if that person 

will make it past your irm’s conlicts check. So, as 

Gary Larson once drew in a fabulous cartoon, “… 

[n]ature says: ‘Do not touch.’”50  
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Social media isn’t private

You can have all of your settings limited to family 

and friends, but all it takes is one friend to take one 

screen shot for that image, or post, or tweet to go 

viral. “Private” … isn’t. Period.51

Bottom line for social media: Think before 

you engage. That permanent record is, in fact, 

permanent.

PRIVILEGE AND CANDOR

Conidentiality

The lawyer-client relationship is based on trust and 

conidence:   

Rule 1.6:  A lawyer shall not reveal information 

relating to the representation of a client unless 

the client gives informed consent, the disclosure 

is impliedly authorized in order to carry out the 

representation or the disclosure is permitted….

The law’s protection of conidential communications 

between lawyer and client and attorney work prod-

uct helps promote justice by providing a client with 

assurance that she can speak freely with her counsel 

and receive forthright advice. But some lawyers try 

to use the privilege as a tactic and attempt to pre-

vent disclosure by overextending its bounds.  

As noted by the DC Court of Appeals in Permian 

Corp. v. United States:  

The attorney-client privilege exists to protect 

conidential communications, to assure the cli-

ent that any statements he makes in seeking 

legal advice will be kept strictly conidential 

between him and his attorney; in efect, to pro-

tect the attorney-client relationship. Any volun-

tary disclosure by the holder of such a privilege 

is inconsistent with the conidential relationship 

and thus waives the privilege.52

By contrast, the work product privilege does not 

exist to protect a conidential relationship, but rather 

to promote the adversary system by safeguarding 

the fruits of an attorney’s trial preparations from the 

discovery attempts of the opponent.   

Because the attorney-client privilege inhibits 

the truth-inding process, it has been narrowly 

construed,53 and courts have been vigilant to prevent 

litigants from converting the privilege into a tool for 

selective disclosure.54 The attorney-client privilege 

is not designed for such tactical employment. 

Acting competently to preserve conidentiality

A lawyer must act competently to safeguard infor-

mation relating to the representation of a client 

against inadvertent or unauthorized disclosure by 

the lawyer or other persons who are participating in 

the representation of the client or who are subject 

to the lawyer’s supervision.55 

When transmitting a communication that includes 

information relating to the representation of a cli-

ent, the lawyer must take reasonable precautions 

to prevent the information from coming into the 

hands of unintended recipients.

Subsequent disclosure

The attorney-client privilege is waived if the client, 

the client’s lawyer, or another authorized agent of 

the client voluntarily discloses the communication 

in a non-privileged communication.56  

A subsequent disclosure through a voluntary act 

constitutes a waiver even though not intended 

to have that efect. It is important to distinguish 

between inadvertent waiver and a change of heart 

after voluntary waiver. Waiver does not result if the 

client or other disclosing person took precautions 

reasonable in the circumstances to guard against 

such disclosure. 

Once the client knows or reasonably should know 

that the communication has been disclosed, the 

lawyer must take prompt and reasonable steps to 

recover the communication, to reestablish its con-

idential nature, and to reassert the privilege. Oth-

erwise, apparent acceptance of the disclosure may 

relect indiference to conidentiality.  
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In Eureka Fin. Corp. v. Hartford Accident & Indem. Co., 

the court set forth the factors to be considered 

when inadvertence is claimed to be excusable:

In considering all the circumstances that may 

justify a inding of inadvertent waiver, the Hart-

ford Fire Ins. Co. court examined the following 

elements: (1) the reasonableness of the precau-

tions to prevent inadvertent disclosure; (2) the 

time taken to rectify the error; (3) the scope of 

discovery; (4) the extent of the disclosure; and 

(5) the “overriding issue of fairness.”57 

Candor toward the tribunal

Rule 3.3 states:

(a) A lawyer shall not knowingly:

(1) make a false statement of fact or law to 

a tribunal or fail to correct a false statement of 

material fact or law previously made to the tri-

bunal by the lawyer;

*****

(3) ofer evidence that the lawyer knows to 

be false. If a lawyer, the lawyer’s client, or a wit-

ness called by the lawyer, has ofered material 

evidence and the lawyer comes to know of its 

falsity, the lawyer shall take reasonable reme-

dial measures, including, if necessary, disclosure 

to the tribunal. A lawyer may refuse to ofer evi-

dence, other than the testimony of a defendant 

in a criminal matter, that the lawyer reasonably 

believes is false.

*****

(c) The duties stated in paragraphs (a) and (b) 

continue to the conclusion of the proceeding, 

and apply even if compliance requires disclo-

sure of information otherwise protected by 

Rule 1.6.

Having ofered material evidence in the belief that 

it was true, a lawyer may subsequently come to 

know that the evidence is false. Or, a lawyer may 

be surprised when the lawyer’s client, or another 

witness called by the lawyer, ofers testimony the 

lawyer knows to be false, either during the law-

yer’s direct examination or in response to cross-

examination by the opposing lawyer. In such 

situations or if the lawyer knows of the falsity of 

testimony elicited from the client during a depo-

sition, the lawyer must take reasonable remedial 

measures. 

A lawyer submitting or permitting the submission of 

false evidence is subject to discipline.58 Certain vio-

lations may be remedied through appropriate sanc-

tions. Criminal liability exists for perjury or suborna-

tion of perjury. Knowing use of perjured testimony 

may be a basis for disqualifying the lawyer from 

further representation, granting a new trial, vacat-

ing a judgment, or setting aside a settlement based 

on the false evidence. A litigant has no damages 

remedy against an opposing lawyer for an alleged 

perjurious client.  

CONFLICTS WITH CONFLICTS WAIVERS

For the conlicts rules themselves, see Rules 1.7, 1.9, 

and 1.18. The basic issue with conlicts waivers is that 

they require informed consent from both clients—

and the more information that you disclose (to help 

with the “informed” part of “informed consent”), 

the more you risk revealing conidential information 

about one or both clients, in potential violation of 

Rule 1.6. Further, waivers are revocable: 

A client who has given consent to a conlict 

may revoke the consent and, like any other 

client, may terminate the lawyer’s representa-

tion at any time. Whether revoking consent to 

the client’s own representation precludes the 

lawyer from continuing to represent other cli-

ents depends on the circumstances, including 

the nature of the conlict, whether the client 

revoked consent because of a material change 

in circumstances, the reasonable expectations 

of the other client, and whether material detri-

ment to the other clients or the lawyer would 

result.59

Consent requires consultation, and you should get 

those consents in writing. Sparse “form” conlict 
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letters may not be suicient.60 But remember, not 

every conlict is waivable.61 

The hot issue now is advance waivers: asking your 

client to consent to future, not yet known con-

licts described in general terms. As a general rule, 

advance waivers are permissible, but individual 

waivers will be enforced only where the client 

providing the waiver gave informed consent. That 

informed consent must comply with Rule 1.7(b). 

Comment 22 to Rule 1.7 states in part:  

The efectiveness of such waivers is generally 

determined by the extent to which the client 

reasonably understands the material risks that 

the waiver entails. The more comprehensive 

the explanation of the types of future repre-

sentations that might arise and the actual and 

reasonably foreseeable adverse consequences 

of those representations, the greater the like-

lihood that the client will have the requisite 

understanding. Thus, if the client agrees to con-

sent to a particular type of conlict with which 

the client is already familiar, then the consent 

ordinarily will be efective with regard to that 

type of conlict. If the consent is general and 

open-ended, then the consent ordinarily will be 

inefective, because it is not reasonably likely 

that the client will have understood the mate-

rial risks involved.

In practice, courts have recognized and enforced 

broad and open-ended advance conlict waivers 

granted by sophisticated clients, but there are cases 

in which courts have considered advance waivers 

invalid because the consent was not “informed” 

consent.62 One example is Mylan Inc. v. Kirkland & Ellis 

LLP.63 In that case, Mylan sued Kirkland & Ellis (K&E), 

seeking K&E’s disqualiication from representing the 

Israeli pharma company Teva in Teva’s hostile $40 

billion bid for Mylan. In response to Plaintif’s Motion 

for Preliminary Injunction, the US District Court 

reviewed the advance waiver that Mylan provided 

in an engagement letter with K&E and ultimately 

concluded that the advance waiver was inefective. 

Among other things, the magistrate explained that 

the advance waiver was not “informed” consent, 

because there was no speciic reference to potential 

takeover bids in the waiver, so the advance waiver 

was not “informed” as to that type of work.  

In Worldspan L.P. v. Sabre Group Holdings, Inc., Alston 

& Bird represented Worldspan in tax matters for a 

number of years.64 In the engagement letter, World-

span granted Alston & Bird an advance waiver that 

stated that the irm would not take on matters 

substantially related to its work for Worldspan, or 

matters that would involve the use of conidential 

information against Worldspan. Worldspan later 

sued Sabre Group, and Alston & Bird appeared to 

represent Sabre. In response to Worldspan’s motion 

to disqualify the irm, the US District Court held that 

the advance waiver was invalid because it did not 

say anything about directly adverse litigation, and 

six years had passed since the advance waiver had 

been negotiated and when the irm had appeared 

on behalf of Sabre. The court concluded that the 

consent was not “informed” and granted the motion 

to disqualify the irm.65  

CONCLUSION

We have discussed several ethics issues in this article, 

but the overarching principle is the same: As iducia-

ries, we must have a heightened sense of our duties. 

Whether we’re working from home, asking for con-

licts waivers, or engaging in public discourse, we 

must remember to put our clients’ interests ahead 

of our own.
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